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Abbreviations 

Terms Definitions 

AAI Authentication and Authorisation Infrastructure 

API Application Programming Interface 

DCAT-AP Data Catalogue vocabulary Application Profile 

DICOM Digital Imaging and Communication In Medicine 

EUCAIM European Federation for Cancer Images 

FAIR Findable, Accessible, Interoperable, Reusable 

FDP FAIR Data Point 

Guacamole A clientless remote desktop gateway 

GUI Graphical User Interface 

IdP Identity Provider 

LS-AAI Life Sciences Authentication and Authorisation Infrastructure 

MOLGENIS 

A modular web application for scientific data, initially focused on molecular genetics 

research (molecular genetics information system) but expanded to other disciplines. 

Negotiator BBMRI-ERIC service for structured negotiator for biomedical resources 

OpenID Open standard and decentralised authentication protocol 

PACS Picture Archiving and Communication System 

QUIBIM Spanish company on AI applied to Image Biomarkers 

RIS Radiological Information System 

UPV Universitat Politècnica de València (Valencia University of Technology) 

VO Virtual Organisation, referring to the EUCAIM Virtual Organisation in the LS-AAI 

 

 

Disclaimer 

The opinions stated in this report reflect the opinions of the authors and not the opinion of the European Commission. 

All intellectual property rights are owned by the consortium of EUCAIM under terms stated in their Consortium 
Agreement and are protected by the applicable laws. Reproduction is not authorised without prior written agreement. 
The commercial use of any information contained in this document may require a licence from the owner of the 
information.  



 

3 
Deliverable 4.14 

1. Introduction 

This report contains a summary and the links to the two main User Guide documents: The Data User 

Guide and the Data Holders’ Handbook. Both documents are complemented with the Software Developer 

Guidelines developed in WP6, whose links are also provided in this document. The document does not 

include the full guides, which are in continuous revision and improvement, but points out to the sources of 

information and guides the different profiles through the different documents. 

The itineraries for the different types of user profiles are the following: 

- Data Users: Refer directly to the User’s Guide in https://eucaim.gitbook.io/enduserguide. 

- Data Holders: Refer to the Data Holders Handbook in https://eucaim.gitbook.io/handbook for 

understanding the steps and the actions that have to be performed for sharing data either as a 

federated node or by transferring the data to a reference node. The handbook includes the links to 

the additional documentation, but mainly refer to three important documents: 

- The legal handbook in https://drive.eucaim.cancerimage.eu/s/Bg45XnFE7HZJEyd.  

- The EUCAIM Hyperontology CDM in https://hyperontology.eucaim.cancerimage.eu/  

- Section 6 of the Data User’s Guide in https://eucaim.gitbook.io/enduserguide. 

- Software developers: Refer for the adaptation of your tools to 

https://dashboard.eucaim.cancerimage.eu/eucaim_software_packaging_guide.pdf  and for the 

interactions with the Core Services of EUCAIM to Section 5 of the Data User’s Guide in 

https://eucaim.gitbook.io/enduserguide. 

The next two sections summarise the content of the two main documents (End User’s Guide and Data 

Holder’s Handbook). Both documents are coded in markdown language and stored in a GitHub repository, 

to facilitate the collaborative development of the guides. 

2. End User’s Guide 

The End User’s Guide (https://eucaim.gitbook.io/enduserguide) describes the functionality of the 

applications in EUCAIM, for the three types of user profiles (Data User, Software Developer and Data 

Holder). It includes 8 sections, covering the following aspects: 

1. Introduction, which describes the purposes of the document and the platform, introducing the 

different sections. 

2. Architecture. This section provides a brief description of the architecture, covering the federated 

model and the central hub services. An extensive description can be found in D4.11 and in 

https://eucaim.gitbook.io/architecture-of-eucaim.  

3. Components of the Platform. It describes briefly each one of the main components of EUCAIM’s 

central Hub. 

4. User Guide for Researchers, introducing the user’s journey for searching and accessing the data, 

covering the process of data discovery, data access request and data access through the Secure 

Processing Environments and the Federated Processing. 

5. User Guide for Software Providers, which describes the requirements of the applications to run in 

the EUCAIM’s environment and how the software should be adapted. Specific guides are available 

with extensive details. 

6. User Guide for Data Holders. This section briefly describes how to contribute to the infrastructure 

as a data holder. Extensive description is provided in the EUCAIM’s Data Holder handbook 

https://eucaim.gitbook.io/handbook. 

Annex I. Registration of Users in the VO. It explains the process of registering a user to the EUCAIM’s 

environment. 

Annex II. Dataset Access Request Template, which includes the main template for data access.  

https://eucaim.gitbook.io/enduserguide
https://eucaim.gitbook.io/handbook
https://drive.eucaim.cancerimage.eu/s/Bg45XnFE7HZJEyd
https://hyperontology.eucaim.cancerimage.eu/
https://eucaim.gitbook.io/enduserguide
https://dashboard.eucaim.cancerimage.eu/eucaim_software_packaging_guide.pdf
https://eucaim.gitbook.io/enduserguide
https://eucaim.gitbook.io/enduserguide
https://eucaim.gitbook.io/architecture-of-eucaim
https://eucaim.gitbook.io/handbook
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The GitHub repository that hosts the information of the document is accessible in the link 

https://github.com/EUCAIM/End-User-Guide. Changes can be requested by means of pull requests.  

3. Data Holder’s Handbook 

The Data Holder’s Handbook describes the functionality of the applications in EUCAIM, for the three types 

of user profiles (Data User, Software Developer and Data Holder). It includes sections covering the 

following functionality: 

1. Introduction, describes the purpose of the handbook and provides and overview of the EUCAIM 

Data Federation and the Data Holder’s onboarding workflow 

2. Governance which covers data governance.  

3. Onboarding Process for data holders, which covers the initial requirements and commitments that 

Data Holders must consider and a brief description of the legal documents needed to form the 

federation. 

4. Support and communication, which describes the communication channels and the supporting 

teams that will help on the integration of the data holder’s services and data, as well as the 

Helpdesk and the EUCAIM training platform, including an overview of courses and access 

instructions. 

5. Data Preparation process, including the inventory and description of the Data Preparation tools and 

the procedures for the preparation of Tier 1 to Tier 3 data. 

6. Transferring data to a reference node. This section describes the reference nodes and the process 

and tools required to transfer data to those nodes. 

7. Set up of a Federated Node. This section describes the requirements and process of setting up a 

node, including the security and privacy considerations and the expected Service Level Agreement. 

It describes the requirements to achieve Tier 1 to Tier 3 compliance and provides guidelines to set 

up a minimal reference node. 

The document includes two annexes that include a checklist for the Data Holders that want to transfer data 

to a reference node or set up a federated node. 

The GitHub repository that hosts the information of the document is accessible in the link 

https://github.com/EUCAIM/handbook. Changes can be requested by means of pull requests.  

 

https://github.com/EUCAIM/End-User-Guide
https://github.com/EUCAIM/handbook


29/12/25, 9:38 1. Introduction | end-user-guide

https://eucaim.gitbook.io/enduserguide


•

•

•

•

•

•

•

•

29/12/25, 9:38 1. Introduction | end-user-guide



29/12/25, 9:38 1. Introduction | end-user-guide



29/12/25, 9:38 1. Introduction | end-user-guide



29/12/25, 9:38 1. Introduction | end-user-guide

https://lifescience-ri.eu/ls-login/
https://lifescience-ri.eu/ls-login/
https://aarc-20240213064542.local/wp-content/uploads/2019/05/AARC2-DJRA1.4_v2-FINAL.pdf
https://aarc-20240213064542.local/wp-content/uploads/2019/05/AARC2-DJRA1.4_v2-FINAL.pdf
https://aarc-20240213064542.local/wp-content/uploads/2019/05/AARC2-DJRA1.4_v2-FINAL.pdf
https://github.com/chaimeleon-eu/jobman
https://github.com/chaimeleon-eu/jobman
https://ohif.org/
https://ohif.org/
https://lifescience-ri.eu/ls-login/policy-on-the-processing-of-personal-data-of-the-ls-aai-service.html
https://lifescience-ri.eu/ls-login/policy-on-the-processing-of-personal-data-of-the-ls-aai-service.html
https://lifescience-ri.eu/ls-login/policy-on-the-processing-of-personal-data-of-the-ls-aai-service.html


29/12/25, 9:38 1. Introduction | end-user-guide

https://lifescience-ri.eu/ls-login/ls-aai-aup.html
https://lifescience-ri.eu/ls-login/ls-aai-aup.html
https://signup.aai.lifescience-ri.eu/fed/registrar/?vo=lifescience&group=communities_and_projects:EUCAIM
https://signup.aai.lifescience-ri.eu/fed/registrar/?vo=lifescience&group=communities_and_projects:EUCAIM
https://signup.aai.lifescience-ri.eu/fed/registrar/?vo=lifescience&group=communities_and_projects:EUCAIM
https://dashboard.eucaim.cancerimage.eu/privacy-policy
https://dashboard.eucaim.cancerimage.eu/privacy-policy
https://dashboard.eucaim.cancerimage.eu/eucaim_usage_policy.pdf
https://dashboard.eucaim.cancerimage.eu/eucaim_usage_policy.pdf
https://eucaim.gitbook.io/enduserguide/2-architecture


•
•

•

29/12/25, 9:38 2. Architecture | end-user-guide

https://eucaim.gitbook.io/enduserguide


•

•

•

•
•
•
•
•
•

29/12/25, 9:38 2. Architecture | end-user-guide

http://dashboard.eucaim.cancerimage.eu/
http://dashboard.eucaim.cancerimage.eu/
http://catalogue.eucaim.cancerimage.eu/
http://catalogue.eucaim.cancerimage.eu/
http://explorer.eucaim.cancerimage.eu/
http://explorer.eucaim.cancerimage.eu/
http://negotiator.eucaim.cancerimage.eu/
http://negotiator.eucaim.cancerimage.eu/
http://helpdesk.eucaim.cancerimage.eu/
http://helpdesk.eucaim.cancerimage.eu/


•
•
•
•
•

•

29/12/25, 9:38 2. Architecture | end-user-guide

http://eucaim-node.i3m.upv.es/
http://eucaim-node.i3m.upv.es/
https://eucaim.gitbook.io/enduserguide
https://eucaim.gitbook.io/enduserguide/3-platform


29/12/25, 9:39 3. Components of the Platform | end-user-guide

https://eucaim.gitbook.io/architecture-of-eucaim/
https://eucaim.gitbook.io/architecture-of-eucaim/
https://eucaim.gitbook.io/enduserguide


29/12/25, 9:39 3. Components of the Platform | end-user-guide

https://lifescience-ri.eu/ls-login.html
https://lifescience-ri.eu/ls-login.html
https://aarc-community.org/architecture/
https://aarc-community.org/architecture/


29/12/25, 9:39 3. Components of the Platform | end-user-guide



29/12/25, 9:39 3. Components of the Platform | end-user-guide



•

•

29/12/25, 9:39 3. Components of the Platform | end-user-guide



•

•

29/12/25, 9:39 3. Components of the Platform | end-user-guide

https://eucaim.gitbook.io/enduserguide/2-architecture
https://eucaim.gitbook.io/enduserguide/4-userguideforresearchers


29/12/25, 9:39 4. User Guide for Researchers | end-user-guide

https://cancerimage.eu/
https://cancerimage.eu/
https://eucaim.gitbook.io/enduserguide


29/12/25, 9:39 4. User Guide for Researchers | end-user-guide



29/12/25, 9:39 4. User Guide for Researchers | end-user-guide



29/12/25, 9:39 4. User Guide for Researchers | end-user-guide



29/12/25, 9:39 4. User Guide for Researchers | end-user-guide



29/12/25, 9:39 4. User Guide for Researchers | end-user-guide



29/12/25, 9:39 4. User Guide for Researchers | end-user-guide



29/12/25, 9:39 4. User Guide for Researchers | end-user-guide



29/12/25, 9:39 4. User Guide for Researchers | end-user-guide



29/12/25, 9:39 4. User Guide for Researchers | end-user-guide



29/12/25, 9:39 4. User Guide for Researchers | end-user-guide



29/12/25, 9:39 4. User Guide for Researchers | end-user-guide



•
◦
◦

•
◦
◦

•
◦
◦
◦

29/12/25, 9:39 4. User Guide for Researchers | end-user-guide



•

•

•

•

29/12/25, 9:39 4. User Guide for Researchers | end-user-guide



29/12/25, 9:39 4. User Guide for Researchers | end-user-guide



29/12/25, 9:39 4. User Guide for Researchers | end-user-guide



29/12/25, 9:39 4. User Guide for Researchers | end-user-guide



•

•

◦

29/12/25, 9:39 4. User Guide for Researchers | end-user-guide



◦

◦

◦

◦

•

•

29/12/25, 9:39 4. User Guide for Researchers | end-user-guide



•

•

29/12/25, 9:39 4. User Guide for Researchers | end-user-guide



29/12/25, 9:39 4. User Guide for Researchers | end-user-guide



•

•

•

29/12/25, 9:39 4. User Guide for Researchers | end-user-guide

https://github.com/EUCAIM/End-User-Guide/blob/main/%5Bhttps:/chaimeleon.eu
https://github.com/EUCAIM/End-User-Guide/blob/main/%5Bhttps:/chaimeleon.eu


29/12/25, 9:39 4. User Guide for Researchers | end-user-guide



29/12/25, 9:39 4. User Guide for Researchers | end-user-guide



29/12/25, 9:39 4. User Guide for Researchers | end-user-guide



•

•

•

29/12/25, 9:39 4. User Guide for Researchers | end-user-guide



29/12/25, 9:39 4. User Guide for Researchers | end-user-guide

https://xnat.health-ri.nl/
https://xnat.health-ri.nl/
https://trait.topdesk.net/
https://trait.topdesk.net/


29/12/25, 9:39 4. User Guide for Researchers | end-user-guide



29/12/25, 9:39 4. User Guide for Researchers | end-user-guide



29/12/25, 9:39 4. User Guide for Researchers | end-user-guide



29/12/25, 9:39 4. User Guide for Researchers | end-user-guide



datmat

pip install datmat

29/12/25, 9:39 4. User Guide for Researchers | end-user-guide

https://xnat.readthedocs.io/en/stable/
https://xnat.readthedocs.io/en/stable/
https://datmat.readthedocs.io/stable/
https://datmat.readthedocs.io/stable/


datmat

file:///home/user/file.txt

/home/user/file.txt xnat+https://xnat.health-

ri.nl/projects/sandbox sandbox

xnat.health-ri.nl

xnat+https://

eucaimdir://

/dest_folder /

eucaimdir:///dest_folder

/dest_folder/project_name/subject_label/experiment_label/{scan_id}
_{scan_type}/file

import datmat

datmat.materialize('xnat+https://xnat.health-
ri.nl/projects/sandbox',
                   'eucaimdir:///dest_folder',
                   tempdir='/temp_directory')
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ri.nl/projects/sandbox?resources=NIFTI',
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                   tempdir='/temp_directory')

import datmat

datmat.materialize('xnat+https://xnat.health-
ri.nl/projects/sandbox?resources=NIFTI',
                   'eucaimresdir:///dest_folder',
                   tempdir='/temp_directory')

/dest_folder/project_name/subject_label/experiment_label/{scan_id}
_{scan_type}/resource_name/files/file

import datmat

datmat.materialize('xnat+https://xnat.health-ri.nl/search?
projects=sandbox&subjects=TEST01&resources=DICOM',
                   'eucaimdir:///dest_folder',
                   tempdir='/temp_directory')
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<<user>> -p <<token>>
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• docker push 
harbor.eucaim.cancerimage.eu/<<project>>/<<image_name>>:<<tag>>

<<project>>

<<image_name>> <<tag>>

• docker pull 
harbor.eucaim.cancerimage.eu/<<project>>/<<image_name>>:<<tag>>

docker pull 

harbor.eucaim.cancerimage.eu/<<project>>/<<image_name>>:<<tag>>

•

•

•
• oras login 

harbor.eucaim.cancerimage.eu

• oras push 
harbor.eucaim.cancerimage.eu/<<project>>/<<artifact-name>>:<<tag>> 
--artifact-type application/zip ./myfile.zip

• oras pull 
harbor.eucaim.cancerimage.eu/<<project>>/<<artifact-name>>:
<<tag>>
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29/12/25, 9:40 6. User Guide for Data Holders | end-user-guide

https://eucaim-node.i3m.upv.es/tracer-service/tracer/api/v1/traces?datasetId=dataset-id
https://eucaim-node.i3m.upv.es/tracer-service/tracer/api/v1/traces?datasetId=dataset-id
https://eucaim-node.i3m.upv.es/tracer-service/tracer/api/v1/traces?datasetId=dataset-id
https://xnat.health-ri.nl/
https://xnat.health-ri.nl/
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https://gitlab.com/radiology/infrastructure/data-curation-tools/ctp-standalone/-/raw/main/Manuals/EUCAIM%20XNAT%20Central%20Repository.pdf
https://gitlab.com/radiology/infrastructure/data-curation-tools/ctp-standalone/-/raw/main/Manuals/EUCAIM%20XNAT%20Central%20Repository.pdf
https://gitlab.com/radiology/infrastructure/data-curation-tools/ctp-standalone/-/raw/main/Manuals/EUCAIM%20XNAT%20Central%20Repository.pdf
https://dicom.nema.org/medical/dicom/current/output/chtml/part18/chapter_F.html
https://dicom.nema.org/medical/dicom/current/output/chtml/part18/chapter_F.html
https://dicom.nema.org/medical/dicom/current/output/chtml/part18/sect_F.4.html
https://dicom.nema.org/medical/dicom/current/output/chtml/part18/sect_F.4.html
https://dicom.nema.org/medical/dicom/current/output/chtml/part18/sect_F.4.html
https://gitlab.com/radiology/infrastructure/data-curation-tools/ctp-standalone/-/blob/a195e33ff9711da8e5abefc8285c443b40b8502a/Manuals/EUCAIM%20XNAT%20Central%20Repository.pdf
https://gitlab.com/radiology/infrastructure/data-curation-tools/ctp-standalone/-/blob/a195e33ff9711da8e5abefc8285c443b40b8502a/Manuals/EUCAIM%20XNAT%20Central%20Repository.pdf
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https://github.com/EUCAIM/mini-node
https://github.com/EUCAIM/mini-node
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https://github.com/EUCAIM/mini-node
https://github.com/EUCAIM/mini-node


→ → →

kubectl

helm

PATH

minikube start --driver=docker --addons ingress \
               --cpus 8  --memory 32g \
               --mount --mount-string="/home/ubuntu/minikube-
data:/var/hostpath-provisioner"

minikube start --driver=docker --addons ingress \
               --cpus 8  --memory 32g \
               --mount --mount-
string="C:/Users/<username>/minikube-data:/var/hostpath-
provisioner"

alias 'kubectl=minikube kubectl --`
alias 'helm=minikube helm --`
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git clone https://github.com/EUCAIM/mini-node.git

cd mini-node

•
•
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https://gitlab.com/radiology/infrastructure/studies/eucaim/molgenis-emx2-eucaim
https://gitlab.com/radiology/infrastructure/studies/eucaim/molgenis-emx2-eucaim
https://gitlab.com/radiology/infrastructure/studies/eucaim/molgenis-emx2-eucaim/-/blob/feature/rewrite_build/Dockerfile?ref_type=heads
https://gitlab.com/radiology/infrastructure/studies/eucaim/molgenis-emx2-eucaim/-/blob/feature/rewrite_build/Dockerfile?ref_type=heads
https://gitlab.com/radiology/infrastructure/studies/eucaim/molgenis-emx2-eucaim/-/raw/master/docker-compose.yml?ref_type=heads
https://gitlab.com/radiology/infrastructure/studies/eucaim/molgenis-emx2-eucaim/-/raw/master/docker-compose.yml?ref_type=heads
https://docs.google.com/spreadsheets/d/19DDoFq-_Bj7wfEf5KjkISe13kS-W5EYQ/edit?usp=sharing&ouid=102741390744373897413&rtpof=true&sd=true
https://docs.google.com/spreadsheets/d/19DDoFq-_Bj7wfEf5KjkISe13kS-W5EYQ/edit?usp=sharing&ouid=102741390744373897413&rtpof=true&sd=true


• $PROVIDER_ID.priv.pem

• CN {your_id}.broker.eucaim.cancerimage.eu
{your_id}

• C= L=
.csr

openssl req -key $REPO_ID.priv.pem -new \
            -subj 
"/CN=$REPO_ID.broker.eucaim.cancerimage.eu/C=X/L=Y" \
            -out $REPO_ID.csr

29/12/25, 9:40 6. User Guide for Data Holders | end-user-guide



version: '3.8'
services:
  beam-proxy:
    image: samply/beam-proxy:main
    environment:
      - BROKER_URL=https://broker.eucaim.cancerimage.eu
      - PROXY_ID=${PROVIDER_ID}.broker.eucaim.cancerimage.eu
      - APP_FOCUS_KEY=${APP1_KEY}     # Randomly generated focus 
key
      - PRIVKEY_FILE=/run/secrets/proxy.pem     # Your proxy 
private key
      - BIND_ADDR=0.0.0.0:8081        # Listening address
      - http_proxy=${HTTP_PROXY}      # If needed
      - https_proxy=${HTTPS_PROXY}    # If needed
    secrets:
      - proxy.pem                     # Proxy private key
      - root.crt.pem                  # Root CA certificate
    networks:
      - beam-network

secrets:
  proxy.pem:
    file: ./secrets/proxy.pem
  root.crt.pem:
    file: ./secrets/root.crt.pem

networks:
  beam-network:
    driver: bridge
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docker-

compose.yml

• BEAM_PROXY_URL

• ENDPOINT_URL

• API_KEY

• BEAM_APP_ID_LONG

https://github.com/samply/focus?tab=readme-ov-file#optional-

variables

  focus:
    image: samply/focus:latest
    environment:
      - BEAM_PROXY_URL=http://beam-proxy:8081      # URL of BEAM 
Proxy 
      - ENDPOINT_URL=http://mediator-service:8089/ # Your local 
Mediator endpoint
      - API_KEY=${APP1_KEY}                        # Same key as 
APP_FOCUS_KEY
      - BEAM_APP_ID_LONG=app1.broker.eucaim.cancerimage.eu  
# e.g., focus.{provider}.broker.eucaim.cancerimage.eu
    depends_on:
      - beam-proxy
      - mediator-service
    networks:
      - beam-network
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https://eucaim.gitbook.io/enduserguide/5-userguideswproviders
https://eucaim.gitbook.io/enduserguide/7-annexi-registrationvo
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https://eucaim.gitbook.io/enduserguide
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https://lifescience-ri.eu/ls-login/policy-on-the-processing-of-personal-data-of-the-ls-aai-service.html
https://lifescience-ri.eu/ls-login/policy-on-the-processing-of-personal-data-of-the-ls-aai-service.html
https://lifescience-ri.eu/ls-login/policy-on-the-processing-of-personal-data-of-the-ls-aai-service.html
https://lifescience-ri.eu/ls-login/ls-aai-aup.html
https://lifescience-ri.eu/ls-login/ls-aai-aup.html
https://signup.aai.lifescience-ri.eu/fed/registrar/?vo=lifescience&group=communities_and_projects:EUCAIM
https://signup.aai.lifescience-ri.eu/fed/registrar/?vo=lifescience&group=communities_and_projects:EUCAIM
https://signup.aai.lifescience-ri.eu/fed/registrar/?vo=lifescience&group=communities_and_projects:EUCAIM
https://dashboard.eucaim.cancerimage.eu/privacy-policy
https://dashboard.eucaim.cancerimage.eu/privacy-policy
https://dashboard.eucaim.cancerimage.eu/eucaim_usage_policy.pdf
https://dashboard.eucaim.cancerimage.eu/eucaim_usage_policy.pdf
https://eucaim.gitbook.io/enduserguide/6-userguide4members
https://eucaim.gitbook.io/enduserguide/8-annexiinegotiatordocs
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